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® Sanitizer : JH&X
® Undefined Behavior Sanitizer : UBZ1&419 B

B UB CREZEEME) : C/C++TODEKXRRINT
® 1> /)\A)UIF(CAREB D — R ZiEHiAFH, EITIFCRE
® Clang&GCC CHIAR

® Googleh R L CWBARH A/ U—-X
® ffl(CAddress/Leak/Thread/Memory Sanitizers
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UB (GREZENE)

@ SIS CEEFHIMESMNTULVRUVEIED C &
BB Z(EVRAASE, BHNSER, \E\R)IL—

e UBIFEKXRX/\U, JOUSAICUBRHEDE, BIZIE
B printfZiI2OIAATT TSI TEFNHARET < END
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OC/C++THEo 2V D DT 7HhEITNIL
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® clang -fsanitize=undefined target.c
® | [RKFEI 1077
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UBH — 4 1 S Di&&NI

#include <stdio.h>
#include <string.h>
int main(int argc, char** argv) {
if (strcmp(argv[1l], "foo") == 0) {
printf("foo!¥n");
} else {
printf("hello¥n");

¥
¥

target.c:4:14: null pointer passed as argument 1, which is declared
to never be null

fusr/include/string.h:137:33: nonnull attribute
UndefinedBehaviorSanitizer:DEADLYSIGNAL

—
L
4

fr—
-]
L

==4h==Th~ S1g y READ memory access.

= M
LA

+ |
[
j

e Zero page
|1

bc-0TsELS5/glibc-2.27/string/. . /sysdeps/x86_64/mult

B —I
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GDB (GNU Debugger)

® UnixR> AT LDRENIZT /W
m C/C++, Go, Objective-C, Rust&Z=Hh—

e L — U1, ATV IHELT
® ZTHUBEDMWER, AEUS>T

® $ gdb a.out Gr/z(CTOTCRZIIE LITD)
® $ gdb --pid=PID (BifF 7Ot XI(##E)
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JL—2/mRA> b~ Il

e VS hZ—HHEIL I D&

. _ auto it = table.find(".bss");
- WESESO BRI if (it == table.end()) {

P » — /= t 5
u_J ng'fT >} e
W EARGEE

o JL—URA> hTEIEEE, ZOROIREZRE
m THEEHRLIZD, XEUSFTULED

@b 1V > RTEIE
B (gdb) b main
Breakpoint 1 at 0x400531: file main.cpp, line 14.

17



GDBZ{# S #4&

o RV I NIT =T )\WIBHRGETEIL R
B/ \WIBHRICKD, Z2MILNGDBMSRXZ, /\wJUL
PI<IRD
OeCI>I/\ASD -g AT 3>
$ clang -g target.c
® GDBD L TieEI =D
$ gdb a.out
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GDBOARERHLZROY R

run
start

b main.cpp:42
b myfunc

C

step

bt

p foo

X/4gx $rsp

JO0S LAZRIRT B

JO0SA%ZRIBL, main()DFEETIEES
main.cppD421THICT L —OMRA > hERTET B
myfunc()DFEEEICT L —ORA1 > hEERTET D
JOUS ADETZEBRTD

IRODATECTEITI D

J\WO KL —RZRKRT D

ZHfooDIER TR

AW IEZ8)\A bx4EAFKRT D
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® print7/\wJ KD LEFHREIHRZESND
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0 OIS ADHBRRDAEINEFZiRLIZED
@ 177 ITNG, ZTDRRDMITOY S MAREZ IR A EE
o ~TJOUS LTSy 1 B5DIREIET (C{EF

$ clang -03 -g -o target target.c
$ ./target

Segmentation fault (J7745>7)

$ 1s core

core

$
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775 > TDENA il

1. 5w 305
(A7 J71)
WERRESNBD K

AN

D (Y IE

2. 30RZE T T
D Rl TS

3.7 71)L
Z{E>TCGDBT
F)\wI9g 3

$ ulimit -c

0

$ ulimit -c unlimited
$ ulimit -c

unlimited

$ ./target .
Segmentation fault (J7745>7)

$ gdb ./target core
GNU gdb (Ubuntu 8.1-@ubuntu3.2) 8.1.0.20180409-git

Core was generated by " ./target'.
Program terminated with signal SIGSEGV, Segmentation fault.
#90 _ strcmp_sse2 unaligned () at ..

(gdb)
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B SRICEIDIAHF/\> RSZRTEIT D

® x36MDint3tiwH(E1/\1 b, EEDEFT(CIEDIAD D

Hint3 CC
Bintimm8 CD ib

® int3H'BPHIZH T
—TRAPZ I F)LHER NS
—ptraceMNMEIE L, T/ \wW H(TAIBHY,
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int3app DEER

$ clang -g -o int3 int3.c

$ ./int3

debugl

Trace/breakpoint trap (J7745>7)

$

INnt34p55 CTRAPSZJF)L
WNFREAE T IERF

#include <stdio.h>

int main() {
printf("debugl¥n");
asm("int3");
printf("debug2¥n");
printf("debug3¥n");

¥

WRITOT S A
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int3tp s CJL—72

$ gdb ./int3
003 (gdb) b int3.c:7
D] Breakpoint 1 at 0x4004fe: file int3.c, line 7.
(gdb) run
Starting program: /home/uchan/workspace/cpptest/int3
\ debugl
HBHIAATC
int3(Cc kB » Program received signal SIGTRAP, Trace/breakpoint trap.
malys main () at int3.c:6
6 printf("debug2¥n");
(gdb) c
Continuing.
debug?
IL— T Breakpoint 1 in () at int3.c:7
~ ~ » Breakpoin , main at int3.c:
;gg;é%h_Ct 7 printf("debug3¥n");
(gdb)
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o THOIEL BT B

B Uy FIRA S MMET— DS
m DL —2URA > MMEIT OIS LHSISR
® ZEDIENZEAL LT SEITH R =D

$ gdb ./watch

(gdb) start 3 a b 5

(gdb) watch sum

Hardware watchpoint 2:

(gdb) c

sum

Continuing.

int main(int argc, char** argv) {
int sum = ©;
for (int 1 = 1; 1 < argc; ++1) {
if ('e' <= argv[i][0] &&

argv[i][@] <= '9") {
sum += argv[i][@] - '@';
}
}
return sum;

WHRTITOT S A
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AW FA > NOOEER

Hardware watchpoint 2: sum

Old value = ©

New value = 3

main (argc=5, argv=0x7fffffffdf88) at watch.c:7
7 }

(gdb) p i

$1 =1

(gdb) ¢

Continuing.

Hardware watchpoint 2: sum

Old value = 3

New value = 8

main (argc=5, argv=0x7fffffffdf88) at watch.c:7
7 }

(gdb) p 1

$2 = 4

(gdb) ¢

int main(int argc, char** argv) {
int sum = 0;
for (int 1 = 1; i < argc; ++1i) {
if ('0' <= argv[i][0] &&
argv[i][@] <= '9") {
sum += argv[i][@] - '@"';
}
}

return sum;

}

WHRTITOT S A
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ERRATZRD
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AX(ZIntel® 64 and IA-32 Architectures

Software Developer’s Manual Volume 3
K D5|H

31302928272625242322212019181716151413 1211109 8 7 6 5 4 3 2 1

3 13| 2

LEN|R/W/|LEN|RW

2

G
0

31

Reserved (setto 1)

LEN|RW|LEN|RW|0 0 |60 7| 1|G|L|G|L|o|L

11|00 Dl lul |EIE|3|3[2]2
16151413121110 9 8 7 6 5 4
R
TIBB[BlO11 111 111
mT|S|D

31

31

31

Breakpoint 3 Linear Address

31

Breakpoint 2 Linear Address

31

Breakpoint 1 Linear Address

31

Breakpoint 0 Linear Address

I:l Reserved

DR7

DR6

DR5

DR4

DR3

DR2

DR1

DRO

Figure 17-1. Debug Registers
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O REZEHICCHED IR MU & LK— b iR
® IEH ST (IRHEDGItHUb U/RE kU
B https://qgithub.com/uchan-nos/titech-sysdev-2020
B S ANR—=KNJURD NUDESHTHI > NEFRWAE
B SADGItHUb 7 D> M X TS 2L
@ _DUNRI MUICHL, Lik—bhZXED
B LR—RKCIE, FEYVOICHITIOEEZZEZHD
® I M HAPRE (F5EFE D 1A/ 010:00 (IST)
B [[ERINE] OFREIREEAR(G10/09 (&) 10:00
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https://github.com/uchan-nos/titech-sysdev-2020

77T

® GitHub 7 H D> heNH(CHA D1FE (HEldDdr)

® |53k uchida.k.afés> &m.titech.ac.jp (TiXSD
0 A—)LICSHBDAET

B GitHub 7> &
_ e

B eSS

e SIEELTLIZELY

@ T, ETANBTHNT NMERNRDIDZSF
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LR— hODiED 7

1. MBDI S >F=ED
1. titech-sysdev-2020:master

| branch
titech-sysdev-2020:report-YOUR_NAME

2. BIZEOMEZFXREDHTETI7AILZINRD

1. titech-sysdev-2020/reports/TOPIC/YOUR_NAME.md
2. Commit & Push

3. TV DOZED (URSKNURT)LI D)
1. titech-sysdev-2020:report-YOUR_NAME

| pull request
titech-sysdev-2020:master
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LR— =

® reports/TOPIC/YOUR_NAME.md
@ _DIJ7A)LICERENDMOIEZEEHT D

O VELNSTDEDZSZHD
B IssueNdU> D
B =Y hEDSADUZD
https://github.com/HOGE/REPO/

compare/COMMIT1...COMMIT?2
B ZOAh

® 29 35(C, AiasHillChE/REHRZTYOUR_NAME.mdE
RICECE T DN, TINBUNDLDIICTD
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DT 7 A1) ZEHBDEES Il

® YOUR_NAMEF 1 LU KNJICT7AI)LEF DD

® Example: reports/TOPIC/
YOUR_NAME . md

reports/TOPIC/YOUR NAME/
f00.7s
bar.css
baz.html
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@ E1TULEONY ROIEHE(CEEERSNTULNS

e =R /Y1 FAOURLPXXEAZAEME(CEEERSIITULND
® B (TIRITHEEL)

@ SE/NUIBEIERNEH DO TLVD

@ EJ BH(C:
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L 7h— SODIERK

uchan-nos/titech-sysdev-2020 T R N

[ master ]/ reports/TOPIC/
Pull uchan-
Request nos.md
| 7
[ report G :
i YOUR_N %
; AME.md i
A /

i S

= A

e
d—F

/ 7

e IssueJ

(<j§%“>/
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LiR— RDEDT 1/2

<» Code (D) Issues Il Pull requests (+) Actions [M] Projects

{61 Settings

titech-sysdev-2020 / & iEHE?ﬁ[ uchan-nos.md ] Cancel

Go to file Add file ~ <% Edit new file =3 Preview
—)

Upload files

D1 . = TEHRERD LA — F
L) 1 commits

= IrF "# (M ASCITI O—F

34 minutes ago
FIIED, Web T ASCII O— FRERL, €27 "¢ OxFo— FERSNEZLE.

LA, FITEI o “men ascii” O7 0 FOARRERRCGRE~LShssamuU L.

[= R TR S WY R N I

7 A )V FTARAERK YOUR_NAME.mddDRAEZ il
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LiR— RO T 2/2

Open a pull request

The change you just made was written to a new branch named report-uchan-nos . Create a pull request b

1 base: master + €& compare: report-uchan-nos - + Able to merge. These branches can be 3

(O o Commit directly to the master branch. s
=
® I} Create a new branch for this commit and start a pull request. Learn [ LR — Mz uchan—&g_sJ ]
report-uchan-nos ]
[ v i B Write Preview

HBZ oo =ZE@ @ e

[MERINE] [CRATELh—hERELET

RIS FICO=Y &

TV D% AERk | S —————— @

Attach files by dragging & dropping, selecting or pasting them.
Create pull request



L7R— kXD 2/2

Open a pull request

The change you just made was written to a new branch named report-uchan-nos . Create a pull request b

WY  base:masterv € compare: report-uchan-nos ¥ + Able to merge. These branches can be 3

(O o Commit directly to the master branch. s f ‘\ ]
ERR U S F 5
| 8 report-uchan-nos ) master D)L

N \ I
Ly LR Jee

[MERINE] [CRATELh—hERELET

® I} Create a new branch for this commit and start a pull request. Learn

RIS FICO=Y &

TV D% AERk | S —————— @

Attach files by dragging & dropping, selecting or pasting them.
Create pull request



Tokyo Tech

[T

Lih— b

) ")
L-7Rh— BMEH uchan-nos #1 L 7R— MEH uchan-nos #1
uchan-nos wants to merge 1 commit into master from re uchan-nos merged 1 commit into master from report-uw

) Conversation 0 -0~ Commits 1 [Fl Checks o0 () Conversation 0 0 Commits 1 [Fl Checks 0
G uchan-nos commented 4 minutes ago G uchan-nos commented 5 minutes ago
[fERINE | CEHTELF— MeRRLET > [MBFRINE] CETELFR—FERaLET
-O- ﬁ Create uchan-nos.md -0 s Create uchan-nos.md
G uchan-nos commented now G uchan-nos commented 1 minute ago
AENEVTT L. E2&THFRLEEAD? AENRBNTT £, BEo2&TTFRLEFAM?

@ f uchan-nos merged commit 032afga into master now
TIVUDCOAD MK ES
Merged : L7/h— hRIEFEH 45



NDEFT 1/2

— MEARTDIMERIND B DT |

L7h—

4 SNTRWEED

b isbrc eyl

— 2

\d'nl

titech-sysdev-2020 / 1E3RINE / uchan-nos2.md

< » Edit file > Preview changes

—

Lest— PR INEE E TP

o MiELELE!

AGIE

MBEL< 3

Commit changes

IIES

Add an optional extended description...

il
-

uchan0@gmail.com

Choose which email address to associate with this commit

@® -0 Commit directly to the report-uchan-nos branch.

() 11 Create a new branch for this commit and start a pull request. Learn r

report-X7S>F(COAZwv ~
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L7R— NODEH 2/2 i}

AR+ RRED L — bEAVERL #4

Nl uchan-nos wants to merge 2 commits into master from report-uchan-nos [°)

)) Conversation 0 o Commits 2 [Fl Checks 0 [£] Files changed 1

G uchan-nos commented 2 minutes ago

_% O):I E \\J |\ \ CNFFTaRLA— MROT, EET-ILRNT RSN
& FHatrED LR - - E
%

Pull Request|(C H
O=w MYEIENTULL T

G uchan-nos commented now
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LR— hDIED A 1 ZDAMDAE ful

® GitHub®DWeb-1 >~ —J 1T — X ZED WA (/RN

@ IV RSA>2TIEELTHBLL
B EARNROY RSAIEIRUEBA
B CO:EEE EHRINE] TLzn?
BV RSAICDVWTBRINEITNL, LIR—hZEE5ICTE
EIHBIRAICIADFEFIT X
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RETFS

® X[0](£10/23 (&) 14:20M05
® [Git[CLD/\—a3>E] Z#P°DFXT
@ F L Cait IV RZEFEZXDLIDICLTHNTLIZELN

$ g1t version

g1t version 2.17.1

$
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