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Lecture 11. Interactive Proof Systems

We consider another generalization of the NP-computation, “interactive proof system” or
“interactive proof” (in short, IP).

11.1 Interactive proofs

We begin with the standard one introduced by Goldwasser, Micali, and Racoff (in 1985).
An interactive proof is a pair (P,V) of an “oracle machine” P and a polynomial-time
randomized Turing machine V that share an input tape and a message tape. We call P a
prover and V a verifier. The input tape contains an input given as a binary string, and
the message tape contains a message that is given either by the prover or the verifier
alternatively. For bounding the computation time, we consider two polynomials p and r.
For any input of length ¢, we assume that the computation terminates with the verifier
entering an accepting state or a rejecting state after exchanging messages for r(¢)-rounds.
We also assume that at each verifier’s turn V runs within p(¢)-time to read /write a message
on the message tape.

Remark. Although we treat P as a machine for our explanation, it is simply a function
that yields a binary string that is written as a message on the message tape based on the
input and the exchanged messages, and it is not necessary to describe P as a machine. A
prover can be randomized, in which case the prover has its own (private) random tape,
and its outputs (i.e., its messages) may vary depending on random bits on its random
tape. But for a while, let us consider only deterministic provers.

Intuitively, a prover is a generalized way to give a witness and a verifier is a generaliza-
tion of a witness checking predicate for NP. For a formal definition, let us introduce the
following probability, which we will call! the convincing probability of a prover P.

Pconv(P;z) = P\’Ir[V(x) enters an accepting state after exchanging messages with P|.

Definition 11.1 A decision problem L has an interactive proof if there exists a polynomial-
time verifier V such that for all input x, we have

rx €L = 3P[Pconv(P;z)>2/3], and
r¢ L = VP [Pconv(P;z) < 1/3].

More specifically, an interactive proof (P,V) is r(¢)-round from a verifier’s turn (resp., a
prover’s turn) if the communication starts from V (resp., P) sending a message, and it
ends after r(¢)-rounds for any input of length /.

For any polynomial r(-), A class IP[r(¢)] is the class of decision problems with an
r(¢)-round interactive proof. In general, we use IP[poly] to denote U,.polynomiarl P[7(£)].

IThis term is only for our class. In fact, I am not sure whether it is appropriate in English.



Remark. As a special case, we may consider an interactive proof satisfying the following

condition for L.

re Ll = 3JP[Pconv(P;z)=1], and
r¢ L = VP [Pconv(P;z)<1].

A problem with this type of interactive proof (and an r(¢)-round interactive proof) is
nothing but a problem in the class ADepth(r(¢)) that was discussed in the last lecture.
Thus, PH can be defined as the class of problems with a constant-round interactive proof
of this type, and NP can be defined as the class of problems with a one-round interactive
proof of this type that starts from a prover’s turn.

Let us see some example of an interactive proof. Consider the following problem.

Graph Isomorphism Problem (GI)
Instance: Two undirected graphs G; and Go (with n vertices).

Question: Are they isomorphic (i.e., equivalent) graphs?

Note that we are given graphs in the following way. Thus, the problem may not be so

easy.
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Figure 10.1 Two isomorphic graphs and their codings
An isomorphism (between two graphs) is a permutation ¢ from {1,2,...,n}to{1,2,...,n}

indicating which vertex in one graph corresponds to a given vertex in another graph. Given
a permutation candidate it is easy to check its correctness. Furthermore, each permu-
tation is expressed by n input-output pairs. Thus, GI is an NP problem. On the other
hand, it has not known whether GI is in P or not.

Since GI is an NP problem, it is easy to see that the following problem is in coNP.

Graph Non-Isomorphism Problem (GNI)
Instance: Two undirected graphs G; and G (with n vertices).

Question: Are they non isomorphic?

Again it seems hard to give a standard witness for a given pair of graphs are not
isomorphic. Interestingly, we can give such a witness quite easily in the interactive system

framework.

Theorem 11.1 GNI has an 2-round interactive proof starting from a verifier’s turn.
That is, GNI € IP[2].



11.2 Interactive proof classes and their relations

Interactive proof systems have been introduced independently by several researchers from
two different motivations, one for generalizing the notion of NP to understand the nature
of NP-computation, and another for applications in cybersecurity systems. Then around
1990, many interesting results have been obtained on the power of interactive proofs. Here
we review some of them quickly. See textbooks in the reference list of this handout for
further reading.

In an interactive proof, a verifier can make use of a “private” random sequence, which
was an important role for designing the above interactive proof for GNI. Babai (in 1985)
introduced an interactive proof system where the verifier always make its random sequence
public (to the prover) by writing it down on the message tape, which he called an Arthur-
Merlin protocol (where Arthur is a verifier and Merlin is a prover). A protocol is called
AM]Ik] if it starts from an Arthur’s round and terminates within & rounds. On the other
hand, MAJk] is a protocol starting from an Merlin’s round and terminates in k& rounds.
(Note that in an MA[2] protocol, the last verifier’s message is not used, but it is used for
the verfier to check the correctness of the “witness” given by the prover.)

We use AM, etc., to denote the class of decision problems with the corresponding AM-
type protocol. The following relation is known. (The proof of NP C MA[2] is immediate,
while we need some combinatorial technique to show MA[2] C AM]2].)

Theorem 11.2 NP C MA[2] C AM|2].
We have the following interesting/amazing results on AM and IP classes.

Theorem 11.3 (Babai '85, Babai and Moran ’88)
For any k > 2, AM[k] C AM[2].

Theorem 11.4 (Goldwasser-Sipser '86)
For any r(-), IP[r(¢)] € AM[r(¢) + 2].

Theorem 11.4 (Shamir '92)
IP[poly] = AM[poly] = PSPACE.

A very important variant of “interactive proof” is a “zero-knowledge interactive proof”
(in short, ZKIP), which was introduced by Goldwasser, Micali, and Rackoff in 1985 (in
the same paper that the notion of interactive proof was introduced). Roughly speaking,
an interactive proof is called a zero-knowledge interactive proof if any observer of messages
exchanged by the verifier and the prover on any positive input cannot get any information
except that the input is indeed positive. We can easily check that our interactive proof
for the GNI problem is indeed zero-knowledge. We also see, e.g., the 3Coloring problem,
has an interactive proof. Researchers propose to use such a ZKIP for a good identification
method.
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Homework exercise from Lecture 11

Homework rule: From this lecture, I will give you some advanced problems for which
you need to do some literature survey to solve them. Choose one of these problems
(from six problems I will give from this and next two lectures) and submit your report by
Nov. 24th (Friday) noon to Watanabe’s mail box in the mail box room of the West 8E
building. You can submit your report by email. You can get 3 points by submitting an

OK report. Please do not solve more than one problem.

For these problems, you can find enough information from web pages. Be careful to
choose a reliable source. You have to understand what is written there and write its
digest in two to three pages by yourself. Of course, the information on the source of your
explanation should be given in the reference list of your report.

For writing an answer, you may use Japanese.

Advanced problems
1. Show that GNI is in AM]2].

2. There is a variation of ZKIP that can be used for an identification system. Explain
it with an appropriate example.



