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The transport layer

Protocols
TCP
UDP

End-to-end
Error control
Flow control

User

Provider



Transport protocol



State diagram



The socket primitives for TCP



Client code using sockets



Server code using sockets



Transport Protocols



Initial Connection Protocol

Process Server
Instead of every conceivable server listening at a well-known TSAP, each machine 
that wishes to offer services to remote users has a special process server that acts 
as a proxy for less heavily used servers



Duplicate segments
1. How to prevent duplicate segments?
> Label segments with sequence numbers that will not be reused within T secs

2. What if the node crashes?
> Require transport entities to be idle for T secs after a recovery

3. What if T is very large?
> Use the low-order k bits of a time-of-day clock

4. Is a clock-based scheme secure?
> Use pseudorandom initial sequence numbers



Connection Establishment

Three-way handshake

PAWS (Protection Against Wrapped Sequence numbers) 
Extend the 32-bit sequence number so that it will not wrap 
within the maximum packet lifetime



Connection Release

Symmetric ReleaseAsymmetric Release

Two-army Problem



Error Correction
Sliding window

Data-link Layer
Hardware: router
Delay: 1μs <

Transport Layer
Hardware: host machine
Delay: 100ms >



Flow Control
Buffering
(a) fixed size
(b) variable size
(c) circular buffer

Dynamic window management



Multiplexing

Multiplexing Inverse Multiplexing

SCTP (Stream Control Transmission Protocol)

TCP



Crash Recovery

S0 = no segments outstanding
S1 = one segment outstanding



Congestion Control

The load with the highest power represents an efficient 
load for the transport entity to place on the network

Max-min fairness



Congestion Control
Regulating the sending rate

XCP (eXplicit Congestion Protocol)
Routers tell the sources the rate at 
which they may send

ECN (Explicit Congestion Notification)
Routers tell the sources to slow down

FAST TCP
Measures the roundtrip delay

TCP with RED routers 
Packet loss is used to signal congestion



Control Law

AIMD (Additive Increase Multiplicative Decrease)
Additive:        y=x+b
Multiplicative: y=ax



Wireless Issues

[μs]

[ms]



Internet Transport Protocols



UDP (User Datagram Protocol)

Header

IPv4 Pseudoheader

1. Demultiplexing multiple processes using the ports
2. Optional end-to-end error detection



Remote Procedure Call

Limitations
1. Cannot pass pointers
2. Cannot pass arrays without specifying the size
3. Cannot call function with arbitrary parameters (printf)
4. Cannot use global variables
5. Operations must be idempotent (DNS)



Realtime Transport Protocol

Service
1. Multiplex several real-time data streams onto a single stream of 

UDP packets 
2. UDP stream can be sent to a single destination (unicasting) or 

to multiple destinations (multicasting) 
3. Packets may be lost, delayed, corrupted
4. Retransmission is not a practical option since the retransmitted 

packet would probably arrive too late to be useful



Realtime Transport Protocol

Ver. : Version (currently at 2)
P: Indicates that the packet has been padded
X: Indicates that an extension header is present
CC: How many contributing sources are present
M: Application-specific marker bit
Payload type: Encoding algorithm (e.g., uncompressed 8-bit audio, MP3, etc.)
Sequence number: Used to detect lost packets
Timestamp: Reduce timing variability of streaming multimedia
Synchronization Source Identifier:  Which stream the packet belongs to
Contributing Source Identifier: Streams being mixed are listed here



RTCP—The Real-time Transport Control Protocol

Provide feedback on delay, variation in delay or jitter, bandwidth, congestion, and 
other network properties to the sources.

This information can be used by the encoding process to increase the data rate 
(and give better quality) when the network is functioning well and to cut back 
the data rate when there is trouble in the network.

For example, if the bandwidth increases or decreases during the transmission, the 
encoding may switch from MP3 to 8-bit PCM to delta encoding as required.

Playout with Buffering and Jitter Control



Playout with Buffering and Jitter Control

For a streaming audio or video player, buffers of about 10 seconds are often used 
to ensure that the player receives all of the packets (that are not dropped in the 
network) in time.

For live applications like videoconferencing, short buffers are needed for 
responsiveness.
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