STEEERY N —7

w7 £ —5—:1-2Q
iEH - KFER: A7-8FF
BHEE IQ @WS34,20 @ W93l

COMPUTER hETWORKS

EHE R

rioyokota(@gsic.titech.ac.jp

TANEXBARN  NiTRinalLL

SR



mailto:rioyokota@gsic.titech.ac.jp

madiE )

R i
o6/14 | mol | 7 TN s 5%| pusnsnenmcas
o621 | wrom | 77T o PO ittt
0628 | wiim | 7T T N sk OF| memm oo s
07/05 | %51 21 tﬁgp‘/&zfiz;}gz 6% ggi gfﬁ%ifﬁ%&&a%?%
0712 w1 am | L TR Ayt P o CRATES

ot hd Tl
07126 | g1 am | L BT a1 & noh oo ci e
08/02 | s 1 5 | 7 P77 EF VT2 gzs| BFA—MWebDEX )7 4

FOyVES, BIETTF L

DEBICOWTHIETEZ 3




Packet Scheduling

Resources to be reserved

|. Bandwidth
2. Buffer space
3. CPU cycles

Scheduling algorithms

|. FIFO (First-In First-Out)

- One flow can easily affect the performance of the other flows
2. Fair queueing

- Gives more bandwidth to hosts that use large packets

3. Byte-by-byte round-robin

1 1~
[ \

2 [ 1] |Rouswotin [sJ2]1[a]2]1] —

; 1T 1] Vv

Input queues

Output line




Packet Scheduling

Arrives Arrives after D
late / but goes first Packet | Arrival | Length | Finish | Output

\ time time | order

\ Ell A A 0 8 8 1

3 B 5 6 11 3

v 5 - Fair C 5 10 10 2

queueing D 8 9 20 L

E 8 8 14 4

F 10 6 16 5

2X
G E C ~ G 11 10 19 6
Input queues Weight is 2 H 20 8 28 8

(a)

]
o
S

Scheduling algorithms
4. Weighted fair queueing (VWFQ)

Arrival time :A

Finish time : F

Length of packet : L

Weight of flow :w £ =max(A;, Fi_ +L;/W

- Requires that packets be inserted by their finish time into a sorted queue

5. Deficit round-robin
- Can be implemented much more efficiently



Admission Control
QoS routing

New flows may be accommodated by choosing a
different route for the flow that has excess capacity

Parameter Unit
Token bucket rate | Bytes/sec
Token bucket size Bytes
Queueing delay Peak data rate | Bytes/sec
” ] Minimum packet size | Bytes
Mean delay of package : T Maximum packet size | Bytes

Mean arrival rate : A
Mean service rate : [ T 1 1 1 » 1

I
———
I

X
CPU utilization : p=A/l L 1-A/u L 1-p

S~ WxC

~- R< :
“T- W, / > weights

¥
- [ w | .
Capacity C

(R, B) - Wi
Traffic source == P~ Weighted
- Router fair queue

Figure 5-33. Bandwidth and delay guarantees with token buckets and WFQ.




Integrated Services

RSVP (The Resource reSerVation Protocol)

To get better reception and eliminate congestion, any of the
receivers in a group can send a reservation message up the tree to
the sender. At each hop, the router notes the reservation and
reserves the necessary bandwidth.

1 2

Bandwidth
«— reserved for

source 2
oF De 5 ®oF

Bandwidth reserved
for source 1

e | Ge A e |




Differentiated Services

Expedited Forwarding

|. The vast majority of the traffic is expected to be regular, but a
limited fraction of the packets are expedited.

2. Packets are classified as expedited or regular and marked
accordingly on the sending host or in the ingress (first) router.
3. It is becoming common for VolIP packets to be marked for
expedited service by hosts.

Expedited packets > Q

Regular packets > _ ; lm - = | : — _ﬁ .




Differentiated Services

Assured Forwarding

2.

Specifies that there shall be four priority classes, each class

having its own resources.

The next step is to determine the discard class for each packet
by passing the packets of each priority class through a traffic

policer such as a token bucket.
The combination of priority and discard class is then encoded in

each packet.

Finally, the packets are processed by routers in the network
with a packet scheduler that distinguishes the different classes.

Q‘ Classifier |

=

Packet

Policer

Packets with
DiffServ mark

Gold

I: Silver

g\

source

Four

priority

classes

Twelve

priority/drop

classes

Bronze

00~

~. Weighted

Router

fair queues



How networks differ Service offered

Internetworking

Item

How networks can be connected

Addressing

Some Possibilities

Connectionless versus connection oriented

Different sizes, flat or hierarchical

Broadcasting

Present or absent (also multicast)

 Packet size
Ordering
Quality of service
Reliability

} Every network has its own maximum
~ Ordered and unordered delivery
» Present or absent; many different kinds

Different levels of loss

Security

Privacy rules, encryption, efc.

Parameters

Different timeouts, flow specifications, etc.

Accounting

By connect time, packet, byte, or not at all

Packet
/-

Source

Virtual circuit
] / C 1]

gi 802.11 /E‘a\ MPLS /ﬁa\ Ememetg

Router Router

(a)

Data from
transport layer

Destination

N
|IP

NG Go i
802.11[IP 802.11|IP| ||MPLS|IP| mpLsfie| ||| En [P

Eth |IP

{ Physical | | ! :

!

(b)




Tunneling

IPv6 packet

Tunnel

~ IPv4

IPv6 packet

English Channel

IPv6 packet




Internetwork Routing

Maximum size of packets
|. Hardware (e.g., the size of an Ethernet frame).

2. Operating system (e.g., all buffers are 512 bytes).

3. Protocols (e.g., the number of bits in the packet length field).
4. Compliance with some (inter)national standard.

5. Desire to reduce error-induced retransmissions to some level.

6. Desire to prevent one packet from occupying the channel too
long.

Ethernet : | 500 bytes
802.11 :2272 bytes
IP : 65,515 bytes



Packet Fragmentation

Transparent fragmentation
Make fragmentation transparent to any subsequent networks

through which the packet must pass

Nontransparent fragmentation
Refrain from recombining fragments at any intermediate routers.

Requires routers to do less work.

Network 1 Network 2
Packet ]
ul= =
Gy| 50 Gy — [ |Gs) 2 — |G
oY —
G, Gy
G, fragments reassembles G, fragments reassembles
a large packet the fragments again again

Packet

0000
000

The fragments are not reassembled
a large packet until the final destination (a host) is reached

(b)

G, fragments



Packet Fragmentation

Number of the first elementary fragment in this packet

Packet End of
number packet bit 1 byte
P,
27| O|1|A | B|C|D|E]|F H
He;der
(a)
27| O|IOlA | B|C|D|E|F|G]|H 27| 8 |1
Header Header
(b)
27| 0O [0l A | B | C | D |E 27| 5|10l F | G| H 27 | 8
Header Header Header
. (c)
Path MTU discovery
Packet (with length)
1400 _$ 1200 —;
Source “Try 1200~ “Try 900" _ -~ ~

—
- —
T v - ———— — ——

- —
-

—




The Network Layer in the Internet

|P_(Internet Protocol)
The network layer protocol that holds together the Internet

Leased

Leased !ines A U.S. backbone wansatiantic A European backbone
to Asia ines
t /
== == Mobile
. National
?\Z?J\?onril network

Company
network

Ethernet




The IP Version 4 Protocol

- 32 Bits -
[ S S S S S U (S S W S S S A R S S S S S S S S S S S S S S
Version IHL Differentiated services Total length
|dentification E ';/:' Fragment offset
Time to live Protocol Header checksum

Source address

Destination address

{

))
{
))

Options (0 or more words)

Version: IPv4 or IPv6

IHL: Tells how long the header is (min value 5, max value 15)
Differentiated services: Service class, congestion notification information
Total length: Everything in the datagram (max value 65,535)
|dentification: Which packet the fragment belongs to

DF: Don’t fragment (used to discover the path MTU)

MF: More fragments

Fragment offset: Where in the current packet this fragment belongs
Time to live: Counter used to limit packet lifetimes (traceroute exploits this)
Protocol: TCP, UDP etc.

Header checksum:Assumed to be zero upon arrival

Options: Include information not present in the original design



The IP Version 4 Protocol Options

- 32 Bits -
IS W S R S R S S S SR S S SR N S S S M PR S S S
Version IHL Differentiated services Total length
Identification 2 'g Fragment offset
Time to live Protocol Header checksum

Source address

Destination address

{

))
{
))

Options (0 or more words)

Option Description
Security Specifies how secret the datagram is
Strict source routing Gives the complete path to be followed
Loose source routing | Gives a list of routers not to be missed
Record route Makes each router append its |IP address
Timestamp Makes each router append its address and timestamp




IP Addresses

128.208.0.0/24 |
- 32 bits o~
Prefix length = L bits 32 - L bits
Network Host
Subnet
mask 11111111111111111111111100000000

255.255.255.0

The network portion is in the top bits (prefix) and a host portion
in the bottom bits

The network portion has the same value for all hosts on a single
network

By using a hierarchy, routers need to keep routes for only around
300,000 prefixes



Subnets

Network numbers are managed by a nonprofit corporation called
ICANN (Internet Corporation for Assighned Names and Numbers)

Computer Science: 10000000 11010000  1hOOXXXXX  XXXXXXXX

Electrical Eng.: 10000000 11010000 OODOXXXX  XXXXXXXX
Art: 10000000 11010000 O11hooxXX  XXOXXXXX
Here, the vertical bar () shows the boundary between the subnet number and the
host portion.
—
128.208.0.0/18
=3 =y

128.208.0.0/16

128.208.128.0/17 (to Internet)

e T

L DC
128.208.96.0/19




CIDR—~Classless InterDomain Routing

Routers in ISPs and backbones in the middle of the Internet must
know which way to go to get to every network

Route aggregation (supernet)

Combine multiple small prefixes into a single large prefix

:University First address: Last address How many | Prefix

_Cambridge | 194.24.0.0 | 194.24.7.255 | 2048 194.24.0.0/21
Edinburgh | 194.24.8.0 | 194.24.11.255 | 1024 194.24.8.0/22
_(Available) | 194.24.12.0 | 194.24.15.255 | 1024 194.24.12.0/22

~ Oxford | 194.24.16.0 | 194.24.31.255 | 4096 194.24.16.0/20
192.24.0.0/21 — G
Cambridge
New York London
B_:_a 192.24.0.0/19 —» L DOC | 192.24.16.0/20 —» G
(1 aggregate prefix) (3 prefixes)
Oxford

192.24.8.0/22 —— G

Edinburgh



CIDR—~Classless InterDomain Routing

|. When a packet comes in, the routing table is scanned to

determine if the destination lies within the prefix.

It is possible that multiple entries with different prefix lengths

will match, in which case the entry with the longest matching

prefix is used.

3. If there is a match for a /20 mask and a /24 mask, the /24 entry
is used to look up the outgoing line for the packet.

2.

192.24.0.0/21 —»

San Francisco New York London/

s/gg ~192.04.12.0/22 7% 102.04.0.0/10 — Peavg  192.24.16.020—

\

192.24.8.0/22 —»

-—192.24.12.0/22



Classful Addressing

- 32 Bits =
| I T S . | | I A S N . | | I S . . | I N . - | Range of host
Class addresses
A 0| Network Host }éoi?égst?zss.zss
B |10 Network Host }g?ﬁg'sospztsos.zss
C | 110 Network Host ;3‘312505'92?5255
D | 1110 Multicast address 3:23323'505922505.255
E 1111 Reserved for future use ggg:g50592t505.255
Before 1993

Unlike CIDR the sizes of the address blocks are fixed.

Today, the bits that indicate whether an |IP address belongs to class
A, B, or C network are no longer used.

Class D addresses continue to be used in the Internet for multicast.



Special Addressing

0.0.0.0: This network, this host

255.255.255.255: All hosts on the network (broadcast)
|27 .xx.xx.xx: Reserved for loopback testing

00000000000000000000000000D0OD0O0D0O0O0O0 O |This host

00 C e 00 Host A host on this network

111111111111111111111111111117171 1 |Broadcastonthe
local network

Broadcast on a

Network 1111 .« . 1111 distant network

127 (Anything) Loopback




NAT—Network Address Translation

Packet before Packet after

e translation translation
- Q / o /
7 N
e N\
\

/
/ Q~\ \ IP = 10.0.0.1 - \|IP=198.6042.12 [

:’ “ e a4 Port=5544 e =y port = 3344 —ﬁfﬂ— (to Internet)
| \ ISP
|
Customer , router
\ /
\ & oo /7 NAT boxffirewall
\ and LAN _ ="
B N

Whenever an outgoing packet enters the NAT box, the 10.x.y.z
source address is replaced by the customer’s true |IP address.

When a packet arrives at the NAT box from the ISP, the Source

port in the TCP header is extracted and used as an index into the
NAT box’s mapping table.



IPv4: 32-bit IP Version 6
IPv6: 128-bit

|. Support billions of hosts, even with inefficient address allocation.

2. Reduce the size of the routing tables.

3. Simplify the protocol, to allow routers to process packets faster.

4. Provide better security (authentication and privacy).

5. Pay more attention to the type of service, particularly for real-time data.
6. Aid multicasting by allowing scopes to be specified.

/. Make it possible for a host to roam without changing its address.

8. Allow the protocol to evolve in the future.

9. Permit the old and new protocols to coexist for years.



The Main IPv6 Header

- 32 Bits -

l ! | 1 | 1 | — l | — | L1 l i1 1 1 1 1 1 l | 1 l__1 1 1 | ]

Version Diff. services Flow label

Payload length Next header Hop limit

Source address
— (16 bytes) 7

Destination address N
(16 bytes)

Version: IPv4 or IPv6

Differentiated services: Service class, congestion notification information

Flow label: Mark groups of packets that have the same requirements

Payload length: Everything in the datagram excluding the header (max value 65,535)
Next header:Which extension headers follow this one

Hop limit: Used to keep packets from living forever



Extension Headers

Extension header

Description

Hop-by-hop options

Miscellaneous information for routers

Destination options

Additional information for the destination

Routing Loose list of routers to visit
Fragmentation Management of datagram fragments
Authentication Verification of the sender’s identity
Encrypted security payload | Information about the encrypted contents
Hop-by-hop extension header
Type Length Value
Next header 0 194 4
Jumbo payload length
Routing extension header
Next header Head?er:;tt: nsion Routing type Segments left
Type-specific data

((
))

~{

))




IMCP—The Internet Control Message Protocol

Message type

Description

Destination unreachable

Packet could not be delivered

Time exceeded

Time to live field hit 0

Parameter problem

Invalid header field

Source quench

Choke packet

Redirect

Teach a router about geography

Echo and echo reply

Check if a machine is alive

Timestamp request/reply

Same as Echo, but with timestamp

Router advertisement/solicitation

Find a nearby router

ARP—The Address Resolution Protocol

IP1 =192.32.65.7

E1 Ethernet
\ switch

IP3 = 192.32.63.3

Host1 ~~o E3 / E4
R e = e
Host 2 / \ 192.32.65.1  192.32.63.1 /
Q s CS Network EE Network !
E2 192.32.65.0/24 192.32.63.0/24 E6
IP2 = 192.32.65.5 IP4 = 192.32.63.8
Foama Solt:)roe Sgtt:':c.:e Dest:gation Deséi?:tion

Host 1 to 2, on CS net IP1 E1l IP2 E2

Host 1 to 4, on CS net IP1 E1 IP4 E3

Host 1 to 4, on EE net IP1 E4 IP4 E6




DHCP—The Dynamic Host Configuration Protocol

192.168.0.22

\
& " 5

oz 68.0_77/ Dcher IP Address Database!
@ e

DISCOVER

Client searching for DHCP Server

__ OFFER

0
DHCP mal _ DHCP
CLIENT DHCP Server sending offer to client SERVER

REQUEST
i R
Client Request for IP from DHCP

ACK

=
DHCP Server assigned IP to client and
send acknowledgement

www.bsrtech.net



Label Switching and MPLS

MPLS adds a label in front of each packet, and forwarding is based
on the label rather than on the destination address.

Heagers
PPP MPLS IP TCP User data CRC
Bits / 20 31 8 -
Label 'QOS# TtL

Remove
Add
— |P < label Switching on -
| | / label only
Label | IP - (to next

network)

Label edge '
router \
Label switch
router



OSPF—An Interior Gateway Routing Protocol
Link state protocol for intradomain routing.

OSPF requirements

NO U A WDN —

Published in the open literature

Support a variety of distance metrics

Dynamic algorithm

Support routing based on type of service

Load balancing, splitting the load over multiple lines
Support for hierarchical systems

Security (N g - -
(1 I
R2




OSPF—An Interior Gateway Routing Protocol

Area border Backbone AS boundary Internal
router router router router

One (4
autonomous —
system o

— Area 2 (stub) Area 0 (backbone) Area 1

OSPF messages

Message type Description
Hello Used to discover who the neighbors are
Link state update Provides the sender’s costs to its neighbors
Link state ack Acknowledges link state update
Database description | Announces which updates the sender has
Link state request Requests information from the partner




BGP—The Exterior Gateway Routing Protocol
interdomain routing protocol

Examples of policies
Do not carry commercial traffic on the educational network.

I

2. Never send traffic from the Pentagon on a route through Iraq.
3. Use TeliaSonera instead of Verizon because it is cheaper.

4. Don’t use AT&T in Australia because performance is poor.

5. Traffic starting or ending at Apple should not transit Google.

AS1 Routing policy:
TR = Transit
Pathof BGProuting | =  ———me————————————— / CU = Customer
advertisements (dash) gz p> PE = Peer
i \
CUJ’ /1R cul|TR CU MY
' \
AS4
AS2 i\ AS3 - \
Path of IP (y /2 N /e TEN o,
packets (solid) i i PE i 5 PE N\
/ \ /
{/ X7 AW AS path
Prefix Next hop
A B C N '

--C, AS2, AS3, R1a| =-{C, AS2, AS3, R2a| =-{C, ASS RSa

Of S wr——r— = w
R Rl

Ri1a R2a R2c

/
--{C, AS2, AS3, R1b| 4-{C, AS2, AS3, R2b| =HC, AS3, Rabl Nl ::;:e?;

OF ==

\ Rib / \R2b R2ad / \ R3b /

AS1 AS2 AS3




Internet Multicasting

Multicasting uses class D |IP addresses

IP addresses 224.0.0.0/24 is reserved for multicast
224.0.0.1 : All systems on a LAN

224.0.0.2 : All routers on a LAN

224.0.0.5 : All OSPF routers on a LAN
224.0.0.251: All DNS servers on a LAN

Mobile IP

Each mobile host must be able to use its home IP address anywhere.
Software changes to the fixed hosts are not permitted.

Changes to the router software and tables are not permitted.

Most packets for mobile hosts should not make detours on the way.
No overhead should be incurred when a mobile host is at home.

g
I

Sender

Lih WM —

5: Tunnel ||\ 1 Sender

to care of
address

Home agent at
home address

Mobile host at
care of address



maxdiE (20)

BEAHH R
o6/14 | mom | T7 1T TN 55| masnsnesmcss
o621 | wrom | 77T 55| 1) vy MR ocnETs
0628 | wiim | 7T T N sk OF| memm oo s
07/05 | %51 21 Sgpy:;;:?gz 6% ggi gff%iffé@%mﬁfga
o712 w1 am | L ol PSS iyt

. — — 2L o
07126 | 148 | (L e, mpmy BT a1 & noh oo ci e
08/02 | s 1 5 | 7 P77 EF VT2 8 "YA—)Web DX 2l 74

TINELH, Bak7a k)l

DEBICOWTHIETEZ 3




