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OSI reference model
OSI (Operating System Interconnection)



Data link layer

1. Providing a well-defined service interface to the network layer.  

2. Dealing with transmission errors.  

3. Regulating the flow of data so that slow receivers are not 
swamped by fast senders. 



Virtual data path

Layer 3 requires the data to be error-free and in-order

Layer 1 does not guarantee the data to be error-free or in-order



How to detect errors?

1. Byte count.  

2. Flag bytes with byte stuffing.  

3. Flag bits with bit stuffing.  

4. Physical layer coding violations. 



Byte count

Use a field in the header to specify the number of bytes in the frame

What if the count has an error?



Flag Byte

Place a flag byte at the beginning and end of the frame

What if the flag byte appears in the data?

Byte stuffing



Bit stuffing

When the sender sees 5 consecutive 1s in the data, it stuffs a 0

When the receiver sees 5 consecutive 1s followed by a 0, it removes the 0

A side effect is that the length of a frame now depends on the contents of 
the data 



Physical layer coding violations

4B/5B



Error detection and correction (誤り検出訂正)

Types of errors:
1. Random bit-flips caused by thermodynamic noise
2. Burst of multiple errors caused by interference

Error-correcting codes:
1. Hamming codes. 
2. Binary convolutional codes. 
3. Reed-Solomon codes. 
4. Low-Density Parity Check codes



Hamming distance

d=3

n = m+ r

m = 4
r = 1

(n,m) code

n-bit codeword
To detect d errors we need a code with d+1 distance

To correct d errors we need a code with 2d+1 distance

d = 1
n = 5

XOR

(n+ 1)2m  2n (m+ r + 1)  2r



Error detection and correction

00
01
10
11

0000000000
0000011111
1111100000
1111111111

Data Codeword

2B/10B code

m = 2 n = 10

r = 8 d = 5

detect 4 errors
correct 2 errors

To detect d errors we need a code with d+1 distance

To correct d errors we need a code with 2d+1 distance

(m+ r + 1)  2r



Hamming codes

Bits that are powers of 2 are checkbits

Parity: if number of 1s is even 0, if odd 1 Syndrome

m = 7

r = 4

n = 11

d = 3

3=1+2
5=1+4
6=2+4
7=1+2+4
9=1+8
10=2+8
11=1+2+8

p1={m3,m5,m7,m9,m11}p2={m3,m7,m10,m11}p4={m5,m6,m7}p8={m9,m10,m11}
0001
1011

Before
After



Convolutional codes

Nasa convolutional code for r=1/2
First used for the Voyager mission

1,1,1

11,10,01

Constraint length k=7
Number of shifts to flush the buffer

0 0 0 0 0 0



Soft-decision decoding



Reed-Solomon codes

x = (x1, ... , xk)

p

x

(a) =
kX

i=1

x

i

a

i�1

The message is mapped to a polynomial

The codeword is obtained by evaluating p
x

(a) at n different

points a1, ..., an

CDs, DVDs, Blu-ray Discs, QR Codes, DSL, and WiMAX

(255, 233) code is widely used



Error detecting codes

Error-detecting codes:
1. Parity.
2. Checksums. 
3. Cyclic Redundancy Checks.

1011010 10110100 
Append even parity

Consider the following case:
Error rate of the channel is 10-6

Block size m=1000 bits
Once every 1000 blocks there will be 1 error
Error detection and resending requires 2001 bits
Hamming code will require 10,000 bits

(m+ r + 1)  2r r=10 bits



Interleaving
— multidimensional checksum —



Checksums

Integer addition checksum

One’s complement checksum

Fletcher’s checksum
Use two running one’s complement checksums
A = A + Bytei; B = B + A;
Significant improvement comes from the running sum B



Cyclic redundancy check
— polynomial code —

[T (x) + E(x)] /G(x) = E(x)/G(x)



Cyclic redundancy check
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