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Inapplicability of
Neighbor Discovery

over Wireless LAN
Masataka Ohta

Tokyo Institute of Technology
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Wireless LLAN of IEEE 802.11

e Relieson CSMA/CA

— because of undetectable collisions

» ACKSs are the MUST for reliable communication

— or packets are lost upon collisions

« Unicast packets are ACKed and delivered reliably



CSMA/CA and ACK
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CSMA/CA and ACK
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CSMA/CA and ACK
Collision by Hidden Terminal
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CSMA/CA and ACK
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Wireless LLAN of IEEE 802.11

e Relieson CSMA/CA

— because of undetectable collisions

» ACKSs are the MUST for reliable communication

— or packets are lost upon collisions

« Unicast packets are ACKed and delivered reliably
— Broadcast/multicast packets can not be ACKed

* Broadcast/multicast packets are delivered unreliably

— The major difference to Ethernet




CSMA/CA and ACK
Multicast and Lack of ACK
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CSMA/CA and ACK
Multicast and Lack of ACK




CSMA/CA and ACK
Multicast and Unreliability

\ . Collision

(/detectable by the Receiver
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Wireless LLAN of IEEE 802.11

e Relieson CSMA/CA

— because of undetectable collisions

» ACKSs are the MUST for reliable communication

— or packets are lost upon collisions

« Unicast packets are ACKed and delivered reliably
— Broadcast/multicast packets can not be ACKed

* Broadcast/multicast packets are delivered unreliably

— The major difference to Ethernet

— Reliable broadcast 1s by firequent beacons




Reliability by Frequent Beacons

* [f broadcast is received 20% of the time

— repeated beacons will finally be received
« with 10 repetitions, 90% of the time
« with 20 repetitions, 99% of the time

* [f broadcast is received 10% of the time

— repeated beacons will finally be received
« with 10 repetitions, 65% of the time
« with 20 repetitions, 88% of the time
« with 40 repetitions, 99.5% of the time



Broadcast over Wireless LAN
of Infrastructure IEEE 802.11

» Stations (STAs) send broadcast packets to
the base station (BS) through link unicast
— delivery 1s ACKed and reliable
* Broadcast from STAs 1s received by BS reliably

— BS, then, broadcast the packet to all the STAs

* Broadcast from the STAs to non-BS STAs are
unreliable



Broadcast/Multicast over

Infrastructure WLAN
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Broadcast/Multicast over
Infrastructure WLAN




ARP
The Way for IP over Ethernet

» [P uber alles! (IP over everything!)
— IP MUST work over any link layers

 Various adaptation mechanisms take care of
matching between L3 and L2s

— The adaptation mechanisms take care of differences
between various L2s

* ARP (of IPv4) 1s the adaptation mechanisms
between IP and Ethernet



Neighbor Discovery (ND)
The Major Design Flaw of Ipv6

* ND uber alles!? (ND over everything)

— ND MUST work over any link layers!?

A single adaptation mechanism CAN NOT take care
of matching between L3 and various L2s

— The single adaptation mechanism CAN NOT take care of
differences between various L2s

— ND was designed for Ethernet, PPP and ATM

* but not for Wireless LAN nor other L.2s
— ND MAY NOT be able to take care of Wireless LAN




Wrong Assumptions of ND
on L2

e The world will be ATM centric

— IP over a large L2 cloud of worldwide ATM

« L1/L2 broadcast 1s inhibited
— timeout period of L2 multicast (P2MP) is long

* Terminals are mostly immobile

— “Routers generate Router Advertisements
frequently enough that hosts will learn of their
presence within a few minutes” (RFC2461)

 [.2 broadcast/multicast is reliable



The Reality of L2s under IP

The world 1s IP centric
— ATM has gone

L2 1s small
— The CATENET model, of course

Terminals are highly mobile

— can’t wait a few minutes for network reconft

L2 broadcast/multicast is UNRELIABLE
over (congested) WLAN




How ND was expected to Work
over WLAN

* NS (Node Solicitation) 1s multicast

* RS (Router Solicitation) 1s multicast

— rece1ved unreliably (except by BS)

— Then, RA (Router Advertisement) 1s
unicast/multicast

 Unsolicited RA 1s multicast



Other Protocols Aftected

* Protocols using broadcast/multicast suffer
— DHCP, ARP, Routing Protocols, ...,

 However, 1f BS is the only router
— DCHP discover to BS 1s reliable
— ARP to BS 1s reliable
— ARP from BS i1s unreliable

 not common 1n ad hoc environment

— Routing protocols are not necessary



Reaction from IETF

* The problem is recognized

e Treat WLAN as NBMA?

— However, RFC2461 says “The details of how

one uses ND on NBMA links 1s an area for
further study.”



Conclusions

Wireless LAN and Ethernet are different

“ND over everything” 1s a bad idea

— proven by the most popular (next to Ethernet)
L2 technology of wireless LAN

Further study 1s necessary
— to make IPv6 deployable

IP uber alles!

— not necessarily IPv6



How Path MTU Discovery
not Work

Masataka Ohta
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Abstract

e Multicast path MTU discovery (PMTUD) 1s a new
feature of IPv6. However, ICMP implosion with
multicast PMTUD can be serious when most
MTU bottlenecks are located near individual
recervers. ICMP Packet Too Big, at least those
generated against multicast packets, will be
filtered, which 1s a standard violation, which
means there 1s no reason not to filter unicast ones.
Thus, unicast PMTUD 1s not expected to work.
We should not send packet >1280B, except for IP
over [P tunnels.



PATH MTU Discovery

* Measure Path MTU by ICMP Packet Too
Big

— Path MTU i1s set to the value contained 1n the
ICMP packet

— does not work 1f ICMP Packet Too Big 1s
filtered or not generated

» Periodically send larger packet to detect
MTU increase by path change

« “SHOULD be supported” (node

reainiremaent)



RFC1981 (Path MTU Discovery
for IP version 6)
* The Draft Standard Specifies:

— Path MTU Discovery supports multicast as well as unicast
destinations. In the case of a multicast destination, copies of a
packet may traverse many different paths to many different nodes.
Each path may have a different PMTU, and a single multicast
packet may result in multiple Packet Too Big messages, each
reporting a different next-hop MTU. The minimum PMTU value
across the set of paths in use determines the size of subsequent
packets sent to the multicast destination.

— In the case of a multicast destination address, copies of a packet
may traverse many different paths to reach many different nodes.
The local representation of the "path" to a multicast destination
must 1n fact represent a potentially large set of paths.

 How large 1s “a potentially large set of



Tunnels at the Last Hop
with Typical IPv6 Deployment
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Multicast Path MTU Discovery
and ICMP Implosion
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Sender Periodically Send Packets
with MTU 1500
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ICMP Packet Too Big Messages
are Generated Near Each
Packet Implosion Rece .
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DOS

Some multicast routing protocol allows for
source address spoofing

— ICMP may be used for DOS amplifier

— even 1f non-link-local multicast 1s not enabled
around a victim



Not a Problem?

 Because almost all ISPs do not enable
multicast routing protocol

* ISPs do not allow ordinary users send
multicast packets

— still a problem, because rational ISPs want to
avold to rely on rational operations of other

ISPs

— 1nstead, the multicast PMTUD problem i1s yet
another reason for ISPs to disable multicast

« multicast PMTUD, to promote multicast and



RFC2463 (ICMPv6) Requires

« A Packet Too Big MUST be sent by a router in response to
a packet that it cannot forward because the packet 1s larger
than the MTU of the outgoing link. The information in
this message 1s used as part of the Path MTU Discovery
process [PMTU].

* Sending a Packet Too Big Message makes an exception to
one of the rules of when to send an ICMPv6 error message,
in that unlike other messages, it 1s sent in response to a
packet received with an IPv6 multicast destination address,
or a link-layer multicast or link-layer broadcast address.

— Parameter Problem Messages also make an exception



To Prevent ICMP Implosions

 Violate RFC2463 to

— stop generating ICMP packet too big and
parameter problem for multicast packet

— filter ICMP packet too big and parameter
problem for multicast packet

* Or, as 1t 1s already a violation, simply
— stop generating any ICMP
— filter all the ICMP

— “1t’s against an RFC” 1s not a valid criticism



Fundamental Solution

« Update RFC2463 to prohibit generation of
ICMP against multicast packets

 Write an BCP to Force ISPs not Filter ICMI
e Should take another decade or two

— unrealistic




Without PMTUD...

* According to RFC2460:

— It is strongly recommended that [Pv6 nodes implement Path MTU
Discovery [RFC-1981], in order to discover and take advantage of
path MTUs greater than 1280 octets. However, a minimal IPv6
implementation (e.g., in a boot ROM) may simply restrict itself to
sending packets no larger than 1280 octets, and omit
implementation of Path MTU Discovery.

 Packet larger than 1280B can not be sent

* [P over IP tunnels (e.g. RFC2473 for
MIPv6) needs tunnel MTU 1280B,
violating RFC2460

— or, all the 1280B packets are fragmented,



Conclusion

Multicast PMTUD i1s broken

— to cause ICMP 1mplosion

ISPs should filter ICMP Packet Too Big

— at least against multicast packets but maybe all
We can’t expect unicast PMTUD work
We shouldn’t send packets > 1280B

— except for tunnels
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